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UNITIV ROUTING

Routingandprotocols:Unicastrouting-DistanceVectorRouting-RIP-LinkState Routing —
OSPF- Path-vector routing - BGP - Multicast Routing: DVMRP - PIM

Routing

A Router is a process of selecting path along which the data can be transferred from
sourcetothedestination.Routingisperformedbyaspecialdeviceknownasarouter.
ARouterworksatthenetworklayerintheOSImodelandinternetlayerinTCP/IP model
Arouterisanetworkingdevicethatforwardsthepacketbasedontheinformation

available in the packet header and forwarding table.

The routing algorithms are used for routing the packets. The routing algorithm is
nothingbutasoftwareresponsiblefordecidingtheoptimalpaththroughwhichpacket can be
transmitted.

The routing protocols use the metric to determine the best path for the packet
delivery. Themetricisthestandardofmeasurementsuchashopcount,bandwidth, delay,
current load on the path, etc. used by the routing algorithm to determine the

optimal path to the destination.
Theroutingalgorithminitializesandmaintainstheroutingtablefortheprocessof path
determination.

Themostcommonmetricvaluesaregivenbelow:

Hop count: Hop count is defined as a metric that specifies the number of passes
through internetworking devices such as a router, a packet must travel in a route to
move from source to the destination. If the routing protocol considers the hop as a
primarymetricvalue,thenthepathwiththeleasthopcountwillbeconsideredasthe best
path to move from source to the destination.

Delay: Itisatimetakenbytheroutertoprocess,queueandtransmitadatagramtoan interface.
The protocols use this metric to determine the delay values for all the links along the
path end-to-end. The path having the lowest delay value will be considered as the
best path.

Bandwidth: The capacity of the link is known as a bandwidth of the link. The
bandwidth is measured in terms of bits per second. The link that has a higher transfer
rate like gigabit is preferred over the link that has the lower capacity like 56 kb. The
protocolwilldeterminethebandwidthcapacityforallthelinksalongthepath,andthe overall
higher bandwidth will be considered as the best route.

Load: Load refers to the degree to which the network resource such as a router or
network link is busy. A Load can be calculated in a variety of ways such as CPU
utilization,packetsprocessedpersecond.Ifthetrafficincreases,thentheloadvalue will
also be increased. The load value changes with respect to the change in the traffic.



« Reliability: Reliability is a metric factor may be composed of a fixed value. It
dependsonthenetworklinks,anditsvalueismeasureddynamically.Somenetworks go
down more often than others. After network failure, some network links repaired
more easily than other network links. Any reliability factor can be considered for the
assignment of reliability ratings, which are generally numeric values assigned by the
system administrator.

TypesofRouting
Routingcanbeclassified intothree categories:

« Static Routing
o DefaultRouting
« DynamicRouting

Static Routing

« StaticRoutingisalsoknownasNonadaptive Routing.

« ltisatechniqueinwhichtheadministratormanuallyaddstheroutesinarouting table.

o ARoutercansendthepacketsforthedestinationalongtheroutedefinedbythe
administrator.

« Inthistechnique,routingdecisionsarenotmadebasedontheconditionortopology of the
networks

AdvantagesOfStatic Routing
FollowingaretheadvantagesofStatic Routing:

o NoOverhead:IthashooverheadontheCPUusageoftherouter. Therefore,the cheaper
router can be used to obtain static routing.

« Bandwidth:Ithasnotbandwidthusagebetweentherouters.

o Security:Itprovidessecurityasthesystemadministratorisallowedonlytohave
control over the routing to a particular network.

DisadvantagesofStatic Routing:
FollowingarethedisadvantagesofStatic Routing:

« Foralargenetwork,itbecomesaverydifficulttasktoaddeach routemanuallytothe routing
table.

o Thesystemadministratorshouldhaveagoodknowledgeofatopologyashehasto add
each route manually.

DefaultRouting

o DefaultRoutingisatechniqueinwhicharouterisconfiguredtosendallthepackets to the
same hop device, and it doesn't matter whether it belongs to a particular network or
not. A Packet is transmitted to the device for which it is configured in default
routing.



o DefaultRoutingisusedwhennetworksdealwiththesingleexitpoint.

o [Itisalsousefulwhenthebulkoftransmissionnetworkshavetotransmitthedatato the
same hp device.

o When a specific route is mentioned in the routing table, the router will choose the
specificrouteratherthanthedefaultroute. Thedefaultrouteischosenonlywhena specific
route is not mentioned in the routing table.

DynamicRouting

« ItisalsoknownasAdaptiveRouting.

 Itisatechniqueinwhich arouteraddsanewrouteintheroutingtableforeachpacket in
response to the changes in the condition or topology of the network.

« Dynamicprotocolsareusedtodiscoverthenewroutestoreachthedestination.

o InDynamicRouting,RIPandOSPFaretheprotocolsusedtodiscoverthe new routes.

« Ifanyroutegoesdown,thentheautomaticadjustmentwillbemadetoreachthe
destination.

TheDynamicprotocolshouldhavethefollowingfeatures:
« Alltheroutersmusthavethesamedynamicroutingprotocolinordertoexchangethe routes.
« Iftherouterdiscoversanychangeintheconditionortopology,thenrouterbroadcast this
information to all other routers.
AdvantagesofDynamicRouting:
« ltiseasiertoconfigure.
« Itismoreeffectiveinselectingthebestrouteinresponsetothechanges inthe
condition or topology.

DisadvantagesofDynamicRouting:

o Itismore expensiveintermsofCPUandbandwidth usage.
o ltislesssecureascomparedtodefaultandstatic routing.

Unicastrouting

Unicast-Unicastmeansthetransmissionfromasinglesendertoasinglereceiver.ltisa point-to-
point communication between sender and receiver. There are various unicast protocols
such as TCP, HTTP, etc.

o TCPisthemostcommonlyusedunicastprotocol.ltisaconnection-orientedprotocol that
relies on acknowledgement from the receiver side.

o HTTPstandsforHyperTextTransferProtocol.ltisanobject-orientedprotocolfor
communication.

Therearethreemajorprotocolsforunicast routing:

1. DistanceVectorRouting
2. Link StateRouting



3. Path-VectorRouting

DistanceVector Routing

Distance vector routing algorithm is also called as Bellman-Ford algorithm or Ford
Fulkersonalgorithmasthisalgorithmisusedtofindtheshortestroutefromonenodeto another node
in the network.

The routing protocol is used to calculate the best route from source to destination based
onthedistanceorhopsasitsprimarymetrictodefineanoptimalpath. Thedistancevectorrefers to the
distance to the neighbor nodes, where routing defines the routes to the establishednode.

TheDistanceVectorroutingalgorithm(DVR)sharestheinformationoftheroutingtable with the
other routers in the network and keeps the information up-to-date to select an optimal path
from source to destination.

TheBellman-Fordalgorithmisdefinedas:

d, (y) =min, {c(x, v) +d(y)}

where, dx(y)=dx(y)= The least distance from x to y
c(x,v)=c(x,v)=Nodex'scostfromeachofitsneighbourv
dv(y)=dv(y)= Distance to each node from initial node
minv=minv= selecting shortest distance

Itworksinthefollowingsteps-

Step-01:

Eachrouterpreparesitsroutingtable.Bytheirlocalknowledge.eachrouterknowsabout-

o Alltherouterspresentinthe network
o Distancetoitsneighboringrouters

Step-02:



« Eachrouterexchangesitsdistancevector withitsneighboringrouters.

« Eachrouterpreparesanewroutingtableusingthedistancevectorsithasobtained from
its neighbors.

o Thisstep isrepeatedfor(n-2) timesif there arenroutersinthenetwork.

o Afterthis,routingtablesconverge/becomestable.

Example—DistanceVectorRouterProtocol

Inthenetworkshownbelow,therearethreerouters,A,B, andC,with thefollowing weights
—AB=2, BC=3 andCA=5.

Stepl-InthisDVRnetwork,eachroutersharesitsroutingtablewitheveryneighbor.For example,
A will share its routing table with neighbors B and C and neighbors B and C will share
their routing table with A.

FormA A

A 0 2 3
B

C

FormB A B C
A

B 2 0 1
C

FormC A B C
A

B

C 3 1 0




Step2-Ifthepathviaaneighborhasalowercost,thentherouterupdatesitslocaltableto forward
packets to the neighbor. In this table, the routerupdates the lower cost for A and C by
updating the new weight from 4 to 3 in router A and from 4 to 3 in router C.

FormA A B C
A 0 2 3
B

C

FormB A B C
A

B 2 0 1
C

FormC A B C
A

B

C 3 1 0
Step3—Thefinalupdatedroutingtablewithlowercostdistancevectorroutingprotocolfor all

routers A, B, and C is given below —

RouterA
FormA A B C
A 0 2 3
B 2 0 1
C 3 1 0
RouterB
FormB A B C
A 0 2 3
B 2 0 1
C 3 1 0




RouterC

FormC A B C
A 0 2 3
B 2 0 1
C 3 1 0
RIPProtocol

RIP stands for Routing Information Protocol. RIP is an intra-domain routing protocol used
within an autonomous system. Here, intra-domain means routing the packets in a defined
domain, for example, web browsing within an institutional area. To understand the RIP
protocol,ourmainfocus istoknowthestructureofthepacket,howmanyfieldsitcontains, and how
these fields determine the routing table.

Beforeunderstandingthestructureofthepacket,we firstlookatthefollowingpoints:

« RIPisbasedonthedistancevector-basedstrategy,soweconsidertheentirestructure as a
graph where nodes are the routers, and the links are the networks.

« Inaroutingtable,thefirstcolumnisthedestination,orwecansaythatitisanetwork address.

o Thecostmetricisthenumberofhopstoreachthedestination. Thenumberofhops
available in anetwork would be thecost. The hop count isthe number ofnetworks
required to reach the destination.

e InRIP, infinity is defined as 16, which means that the RIP is useful for smaller
networksorsmallautonomoussystems. ThemaximumnumberofhopsthatRIPcan
contain is 15 hops, i.e., it should not have more than 15 hops as 16 is infinity.

o Thenextcolumncontainstheaddressoftheroutertowhichthepacketistobesentto reach the

destination.
Howishopcount determined?

Whentherouter sendsthepackettothe networksegment, thenitiscountedasasinglehop.

R2 R3

R1

9@

R6

In the above figure, when the router 1 forwards the packet to the router 2 then it will count as
1lhopcount.Similarly,whentherouter2 forwardsthepackettotherouter3thenitwillcount



as2hopcount,andwhen therouter3forwardsthepackettorouter4,itwillcountas3hop count. In the
same way, RIPcan support maximum upto 15 hops, which means that the 16 routers can be
configured in a RIP.

RIPMessageFormat

Now,welookatthestructureoftheRIPmessageformat. Themessageformatisusedto share
information among different routers. The RIP contains the following fields in a message:

Command Version Reserved
Family All 0s

- Network address
@
ﬁ All 0s
o
[+]
(14

All 0s

Distance
—>

o Command:Itisan8-bitfieldthatisusedforrequestorreply. Thevalueoftherequest is 1, and
the value of the reply is 2.

« Version:Here,versionmeansthatwhichversionoftheprotocolweareusing.
Suppose weare using the protocol of versionl, then weput the 1 in this field.

o Reserved:Thisisareservedfield,soitisfilledwith zeroes.

o Family:ltisal6-bitfield. AsweareusingtheTCP/IPfamily,soweput2valuein this field.

o NetworkAddress:Itisdefinedas14bytesfield.lfweusethelPv4version,thenwe use 4
bytes, and the other 10 bytes are all zeroes.

o Distance: Thedistancefieldspecifiesthehopcount,i.e.,thenumberofhopsusedto reach
the destination.

LinkStateRouting

Linkstateroutinghasadifferentphilosophyfrom thatofdistancevectorrouting.Inlinkstate
routing,ifeachnodeinthedomainhastheentiretopologyofthedomainthelistofnodesand links, how
they areconnected including the type, cost (metric), and condition of the links (up or down)-
the node can use Dijkstra's algorithm to build a routing table.


https://www.javatpoint.com/rip-full-form

o
s

S
o

The figure shows a simple domain with five nodes. Each node uses the same topology to
create a routing table, but the routing table for each node is unique because the calculations
are based on different interpretations of the topology. This is analogous to a city map. While
eachpersonmayhavethesamemap,eachneedstotakeadifferent routeto reachherspecific
destination

BuildingRoutingTables:

Inlinkstaterouting,foursetsofactionsarerequiredtoensurethateachnodehastherouting table
showing the least-cost node to every other node.

a) Creationofthestatesofthelinksby eachnode, calledthe linkstate packet (LSP).

b) Dissemination of LSPs to every other router, called flooding, in an efficient
andreliableway.

c¢) Formation of a shortest path tree for each node.
d)Calculationofaroutingtablebasedontheshortestpathtree.
Types of Links

InNOSPFterminology,aconnectioniscalledalink.Fourtypesoflinkshavebeendefined: point-to-
point, transient, stub, and virtual.

Types of links

|Point~to-point| l Transient I | Stub I | Virtual I




In OSPF terminology, a connection is called alink. Four types of links have been
defined:point-to-point, transient, stub, and virtual.

OpenShortestPathFirst (OSPF)
e OSPFisalinkstaterouting protocol.

e FollowingisthefeaturesoftheOSPF.

1. OSPFsupportsmultiplecircuitloadbalancing..

2. OSPFcan convergevery quicklyto network topology change.
3. OSPFsupportmultiplemetrics.

4. OSPFsupportforvariablelengthsubnetting.

e OSPFusesfourtypesof routers.

1. Aninternalrouteris arouterwithallitslinksconnectedtothenetworkswithinthesame area.
2. Anareaborder routerisa routerthat hasitslinksconnected tomorethanonearea.

3. Abackbone routerisa routerthat hasitslinksconnectedtothe backbone.

4. AnAutonomousSystemBoundaryRouter(ASBR)isarouterthathasitslinksconnected to
another autonomous system.

e AsshownintheFig. routers R1,R2andR7areinternalrouters.RoutersR3, R6,

R8areareaborderrouters.RoutersR3,R4,R5,R6,R8arebackbonerouters.RouterR4is an
ASBR

To another AS

e ® -

o

Re Area

L 193.0.0.0 Area
Area | B 193.0.0.1
193.0.0.2 e

Area

193.0.0.3

e Theheaderformat for OSPFisshown inthe Fig.



31

8 16
! Type packet length
" Version
Router ID
Area ID
" Checkst Authentication type
........ Checksum
Authentication
Authentication
oiF . o Dam
(35 W

e OSPFheaderanalysisisgivenbelow:
1. Version:Thisfieldspecifiestheprotocolversion.
2. Type:Thisfieldindicatesmessagesasoneofthefollowing type.

a.Hellob.Database description
c.Linkstatusd.Linkstatusupdatee. Linkstatusacknowledgement.

3. Packetlength: ThisfieldspecifiesthelengthofOSPFpacketinbytes,
4. RouterlD: Itidentifiesthesending router.

5. Areal D:NetworklDofdestinationnetworks.

6. Checksum:Thechecksumfield isusedtodetect errorsinthepacket.

7. Authenticationtype:Itidentifiestheauthenticationtypethatisused.

8. Authentication: Thisfieldincludesavalue from theauthenticationtype.

OSPFAdvantages

1. Lowtraffic overhead.

2. Fastconvergence.

3. Largernetworkmetrics.

4. Areabased topology.

5. Route summaries.

6. Supportforcomplexaddress structures.
7. Authentication.

OSPFDisadvantages

1. Memory overhead.

2. Processoroverhead.

3. ConfigurationOSPFcanbecomplexto configure.



PathVector Routing

Distancevectorandlinkstateroutingarebothintradomainroutingprotocols. Theycanbeused inside
an autonomous system, but not between autonomous systems. These two protocols are not
suitable for interdomain routing mostly because of scalability. Both of these routing protocols
become intractable when the domain of operation becomes large. Distance vector routing is
subject to instability if there are more than a few hops in the domain of operation. Link
staterouting needs ahuge amount ofresources to calculaterouting tables. It also creates heavy
traffic because of flooding. There is a need for a third routing protocol which we call path
vector routing.

PathVectorRoutingisaroutingalgorithminunicastroutingprotocolofnetworklayer,andit is useful
for interdomain routing. The principle of path vector routing issimilar to that of
distancevectorrouting.  Itassumesthatthereisonenodeineach autonomoussystemthatacts on
behalf of the entire autonomous system is called Speaker node . It is different from the
distance vector routing and link state routing. Each entry in the routing table contains the
destination network, the next router and the path to reach the destination.

Functions
PreventionOfLoop

Policy Routing
Optimum PathBGP

BorderGatewayProtocol(BGP)isusedtoExchangeroutinginformationfortheinternet, used to
route traffic from one autonomous system (AS) to another.

DifferentTypesofAutonomous Systems?

SincetheBGPhelpsinroutingbetweendifferentautonomoussystems, itisimportantto learn
about different types of autonomous systems:

1. StubAS:

o Thereisonlyone connectionto anotherAS intheStub AS.
« Datatrafficcannotpassthroughastubautonomoussystem.
o Thetrafficcan move within an autonomoussystem.

e Astub iseither asourceorasink



X - .
“L m
/ —

Stub AS

Source/Sink

2. Multi-HomedAS:

« Ithasmorethan oneconnection toother Autonomous Systems.
o Still,itisstillonesourceorsinkfordatatraffic.
¢ Thereisnotransienttraffic.

N

<— BN

Source/Sink

3. TransitAS:

o Itisamulti-homedautonomoussystemthatallowstransit traffic.
o Forexample,ISP(InternetBackbone)isatransitAS.

=

o L

Y




BGPperformsthreefunctionalprocedures

1.Neighbouracquisition2.Neighbourreachability3.Network reachability.
Neighbouracquisitionproceduresusedforexchangingtheroutinginformationbetweentwo routers
in different Autonomous System (AS).

BGPconnectionsinsideanautonomoussystemarecalledinternalBGP(iBGP)andBGP
connectionsbetweendifferentautonomoussystemsarecalledexternalBGP(eBGP).Fig.
shows the internal and external BGP

AS2

\CBEPS aa

AS1

BGPmessages:HeaderofthealIBGPmessages isfixedsizethatidentifiesthemessage type.
Fig. shows the BGP message header format

0 8 16 24 31
J : ! T -
B , : . Marker —
Length ‘ s | R e Type o 3

1. Marker:Markerfieldisusedfor authentication.

2. Length:Thisfield indicatesthetotallength ofthemessage.

3. Type:Typefieldindicatestypeofmessage.BGPdefinesfourmessage type.
a)OPENb)UPDATEC)NOTIFICATIONd) KEEPALIVE

FollowingFig.3.11.3showsthefourtypesofBGPmessage formats.



(a) Keepalive
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(d) Update

1. BGPisaveryrobustandscalablerouting protocol.



2. BGPeasilysolvesthecount-to-infinityproblem.

DisadvantagesofBGP
1. BGPiscomplex.
2. BGProutestodestinationnetworks, ratherthantospecifichostsorrouters.

MulticastRouting:DVMRP-PIM

Multicast is a method of group communication where the sender sends data to multiple
receivers or nodes present in the network simultaneously. Multicasting is a type of one-to-
manyandmany-to-manycommunicationasitallowssenderorsenderstosenddatapackets to
multiple receivers at once across LANs or WANS. This process helps in minimizing the data
frame of the network

TherearedifferentMulticastRoutingProtocolsusedformulticstrouting

DistanceVectorMulticastRoutingProtocol (DVMRP)
MulticastSourceDiscoveryProtocol (MSDP)
MOSPF(Multicast OSPF)

MulticastBGP

ProtocolindependentMulticast(PIM)

DistanceVectorMulticastRoutingProtocol (DVMRP):

Adistance-vectorrouting(DVR)protocolrequiresthatarouterinformitsneighborsof topology
changes periodically.

1. Aroutertransmitsitsdistancevector toeachof itsneighborsin arouting packet.
2. Eachrouterreceivesandsavesthemostrecentlyreceiveddistancevectorfromeach of its
neighbors.
3. Arouterrecalculatesitsdistancevectorwhen:
o Itreceivesadistancevectorfromaneighborcontainingdifferentinformation than
before.
o Itdiscoversthat alink toaneighbor hasgonedown.

TheDVcalculationisbasedonminimizingthecosttoeachdestination Dx(y) =

Estimate of least cost from x toy

C(x,v)=Nodex knowscostto each neighbor v

Dx=[Dx(y):ye N]=Nodexmaintainsdistancevector Node x also
maintains its neighbors' distance vectors

—For eachneighbor v, x maintainsDv=[Dv(y): y €N]



Example—Consider3-routersX,YandZasshowninfigure.Eachrouterhavetheirrouting table.
Every routing table will contain distance to the destination nodes.

XY |z

ConsiderrouterX,Xwillshareitroutingtabletoneighborsandneighborswillshareit  routing
table to it to Xand distancefrom node Xto destination will becalculated using bellmen-

ford equation.

Dx(y)=min{ C(x,v)+ Dv(y)}foreachnodey eN

AswecanseethatdistancewillbelessgoingfromXtoZwhenY isintermediatenode(hop) so it will
be update in routing table X.

% | ¥ | 2 X |'F | Z
X |o |1 |¥%3 X
¥ |% | 9|2 Y
z X s | & |8

SimilarlyforZalso —



o S -
Y X
Y 1 0 2
/ Z
1 2
x 1|2 X | % |z
X |lo |+ |%3 X
Y 1 0 2 5 Y
z
z &3 [ 2 |o X AIEIAESE
Finallytherouting tableforall-
X Y Z
Y X |9 1 3
Y 1 0 2
AEREILE
1 2
X b § Z X L Z
X[o |1 |3 X101 |3
Yy |1 0|2 5 y |1 ]o |2
Z
Z2|3|2]0 X Z |8 |2 0

AdvantagesofDistanceVectorrouting—
 ltissimplertoconfigureandmaintainthanlinkstaterouting.
DisadvantagesofDistanceVectorrouting —

o Itisslowertoconvergethanlinkstate.
o Itisatriskfromthecount-to-infinity problem.

PIM

PIM(ProtocollndependentMulticast)isamulticastroutingprotocol,thatisusedtosend traffic
from a single source to multiple destinations across a network.

PIMisacollectionofthreeprotocols -PIMSparseMode,PIMDenseModeandPIMBI- directional
.PIM is termed protocol-independent because PIM does not include its own



topologydiscoverymechanism,butinsteadusesroutinginformationsuppliedbyother routing
protocols

PIMSparseMode

PIM Sparse Mode (PIM-SM) is a multicast routing protocol designed on the assumption that
recipients for any particular multicast group will be sparsely distributed throughout the
network.Inotherwords,itisassumedthatmostsubnetsinthenetworkwilInotwantanygiven
multicast packet. In order to receive multicast data, routers must explicitly tell their upstream
neighborsabouttheirinterestinparticulargroupsandsources.RoutersusePIMJoinandPrune
messages to join and leave multicast distribution trees.

PIMDenseMode

PIM Dense Mode (PIM-DM) is a multicast routing protocol designed with the opposite
assumption to PIM-SM, namely that the receivers for any multicast group are distributed
densely throughout the network. That is, it is assumed that most (or at least many) subnets in
thenetworkwillwantanygivenmulticastpacket. Multicastdataisinitiallysenttoallhostsin the
network. Routers that do not have any interested hosts then send PIM Prune messages to
remove themselves from the tree.

Bi-directionalPIM

Bi-directional PIM (BIDIR-PIM) is a third PIM protocol, based on PIM-SM. The main way
BIDIR-PIM differs from PIM-SM is in themethod used to send datafromasourceto theRP.
Whereas in PIM-SM data is sent using either encapsulation or a source-based tree, in BIDIR-
PIMthedataflowstotheRPalongthesharedtree,whichisbi-directional-dataflowsinboth directions
along any given branch.


https://en.wikipedia.org/wiki/Routing_protocol
https://en.wikipedia.org/wiki/Routing_protocol
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